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Securing Your Computer

Why secure your computer?

Securing the computers of an organization is a process that needs to happen on a regular basis. Itis
very important because this protects that information and does not allow it to get into the wrong hands.
Also, securing computers provides confidentiality with key information. Without security, vital
information would be available to competitors. Information integrity happens when computers are
secured as well. Basically, your organization will be able to depend on the accuracy of the information
because you know that no one is able to alter the data. This is why the security of computers is so
imperative to any organization. Without that security, many of the daily processes of your organization
will function inefficiently.

Levels of Security

There are different types of security you can apply to your computers and/or servers to prevent
unauthorized access to your computing resources. The more levels of security you apply, the more
secure your computer assets.

1. Site Level Security refers to techniques for protecting your physical computing equipment from
being lost, damaged or stolen. It also refers to techniques for protecting your organization’s
internal network from being accessed by those outside of your organization.

2. System Level Security refers to techniques that ensure only authorized people in your
organization can access your computers and your internal network. It also refers to techniques
that ensure malicious files and programs are not allowed to enter your computers.

3. Application Level Security refers to techniques that ensure only authorized users can use your
application systems.

4. Folder Level Security refers to protecting folders (and files within the folders) from being
accessed by unauthorized users.

Site Level Security

Some techniques for protecting your computer equipment from being lost, damaged or stolen include:

® |mplement key, ID card, or pin code entry to rooms where computer equipment is stored,
especially your organization’s server computer. Be sure to keep a list of who has keys, ID cards
with access, and pin codes in a safe place. Remember to retrieve keys and/or remove ID card
and pin code access privileges when people leave their positions.

e Secure laptops or desktops to desks via cable locks.

e For small devices such as smartphones and flash drives, attach devices such as long lanyards
and/or metal objects to them which make it easier for you to hear them if dropped or find them
if lost.
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An important technique for securing your organization’s internal network from unauthorized access is
the use of firewalls.

What is a Firewall?

A firewall is used to help keep a network secure. It is similar to a filter. Its primary objective is to control
all of your organization’s incoming and outgoing network traffic by analyzing data and determining
whether it should be allowed through or not.

A firewall can be setup either by software programs or by computer hardware. An example of firewalls
that are a part of computer hardware is a gateway/router. Many gateway/routers allow you to setup
filters where you can specify who to allow access to your network.

In addition to firewall protection by routers, firewalls can also be implemented in some operating
systems such as Windows.

How to Use Windows Firewall
1. Click the Windows home button in the lower left corner of your screen.
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3. Click Allow a program through Windows Firewall.

» Control Panel »

(s

s Control Panel Home

System and Maintenance
Get started with Windows
Back up your computer

Classic View

Security
Check for updates

©

Firewall

Allow a program through Windowd

Network and Internet
View network status and tasks
Set up file sharing

Hardware and Sound

Printer
Mouse

Programs
Uninstall a program

Change startup pregrams
Recent Tasks ? FEreg

Iy Allow a program through
Windows Firewall

Mobile PC

Change battery settings

Adjust commonly used mobility
settings

[’y Add or remove user accounts

Change battery settings

Play CDs or other media automatically

User Accounts and Family
Safety

@ Set up parental controls for any user
@ Add or remove user accounts

Appearance and
Personalization

Change desktop background
Customize colors

Adjust screen resolution

Clock, Language, and Region
Change keyboards or other input
methods

Ease of Access
Let Windows suggest settings
Optimize visual display

Additional Options

Click the General tab and make sure the green "On" radio button is selected. If not, make sure

you click it to turn it on. This setting ensures anyone or any program outside your network is

prevented from making a connection to your network.
@ Windows Firewall Settings = g

General I;cepbons I Advanced |

windows Firewall can help prevent hackers or malicious software from gaining
access to your computer through the Internet or a network.,

| @I @ On I reonmmendellt I
This setting blocks all outside sources from connecting to this L
computer, except for those unblocked on the Exceptions tab.
Block all incoming connections

Select this option when you connect to less secure networks. Al

exceptions will be ignored and you will not be notified when L
Windows Firewall blocks programs. [

@ ") OFf (not recommended)

Avoid using this setting. Turning off Windows Firewall will make this
computer more vulnerable to hackers or malicious software.

Tell me more about these settings

Cancel | [ aply |
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5. OPTIONAL: You can set exceptions by clicking the Exceptions tab. This allows you to manually
choose which programs you will allow to access your network from the outside. Click OK to
finish this step.

[ o vt e SN =

| Generall Exceptions IAdvancedl
Windows Firewall is turned off. Your computer is at risk of attacks and intrusions
from outside sources such as the Internet. We recommend that you dick the
General tab and select On.
Windaws Firewall is currently using settings for the private network location,
il isks of unblocking a proarams
To enable an exception, select its check box:
Program or part 2
BearShare
[ BITS Peercaching £
Bonjour Service
Bonjour Service
[ Connect to a Network Projector
Core Networking
CyberLink Media Server
Cyberlink Media Server Browser Engine
CyberLink PowerCinema
CyberLink PowerCinema Resident Program
[ Distributed Transaction Coordinator
Facebook Video Calling Plugin
M il and Nrintee Choarina =
l Add program... ] ’ Add port... ] [ Properties ] l Delete ]
|| Motify me when Windows Firewall blacks a new program I
[ OK ] [ Cancel ] Apply
L — = d

6. Click "OK" and click the red "X" in the upper right hand corner to exit out of this screen. Your
network should now be protected.

‘ Windows Firewall Settings W

General |Exoeptions I Aduanoed|

Your computer is not protected: turn on Windows Firewal

Windows Firewall can help prevent hackers or malicious software from gaining
access to your computer through the Internet or a network.

|.@| @ On (recommended)
-

This setting blocks all cutside sources from connecting to this
computer, except for those unblocked on the Exceptions tab.

[ Block allincoming connections

Select this option when you connect to less secure netwarks. All
exceptions will be ignored and you will not be notified when
Windows Firewall blocks programs.

l@' () Off (not recommended)

Avoid using this setting. Turning off Windows Firewall will make this
computer more vulnerable to hackers or malicious software.

Tell me more about these settings

I oK I Cancel Apply

Last Updated: 8/25/2012 Securing Your Computer Page 4 of 24



Nonprofit Technology Collaboration

System Level Security

Some techniques for ensuring only authorized people in your organization can access your computers
and your internal network are to:

e setup user accounts and passwords for every member of your organization authorized to access
computer resources.
® ensure computer screensavers are locked

A technique for ensuring malicious files and programs are prevented from harming your computers is to:

e install anti-malware programs and regularly scan your computer for viruses and spyware using
these programs.

User Accounts and Passwords

A user account or user name is a name used to gain access to a computer system. Usernames allow
access to systems to authorized users only. For added security, you should create a password to
accompany the user account. User accounts control which programs users can access and what types of
changes they can make to the computer. Typically, you'll want to create standard accounts for most
computer users so that they are not allowed to install new programs or make changes that affect all
users of the computer. People who install programs on computers or create new computer users should
be given Administrative accounts.

Tips for User Account names:

® Choose a name that's easy to spell, type and remember
e Keep it relatively simple

Tips for Passwords:

® Change your password several times a year

e Use strong passwords. Strong passwords are passwords that resist attacks. Strong passwords
make it hard for humans or computers to gain access to information.

®* Don't use only letters or only numbers

* Don't use names of spouses, children, friends, or pets

* Don't use phone numbers, Social Security numbers or birthdates

® Don't use the same word as your log-in, or any variation of it

* Don't use passwords with double letters or numbers
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How to create a User Account in Windows

To create authorized computer users, the person creating the accounts must have Administrative rights
on the computer.

To check if you have administrative rights:

For Windows XP, if you right-click the Windows Start button and see an option for “Open All Users”, you
have administrative rights on the computer; if you don’t see this option, you do not have Administrative
rights.

(=

Open
Explore
Seatch...
i (5] shared Folder Synchronization »
Ml 5can with AvG
Properties

lore &ll Users
7 —1°
| :4 stari [ W

For Windows 7 Professional, right-click My Computer, and select Properties. If you see the Change

Settings option, you have Administrative rights; if you don’t see this option, you do not have
Administrative rights.

Computer name, domain, and workgroup settings

Computer name: GIMA-GREEN '@'Change settings

Full computer name: GINA-GREEN.baylor.edu
Computer description:

Domain: baylor.edu

For Windows 7 Home or Windows Vista:

1. Click the Windows home button, which is usually located in the lower left corner of the screen.

Windows (R) 7

Evalustion copy. Build 6519.winmain 071220-1525
01019 AM
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2. Click the usericon.

/7, Internet
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[’g Microsoft Werd
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X2 Network
Connect To
Control Panel

Default Programs

Help and Support

> AllPrograms
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This screen will tell you if you are an Administrator or not. If you are an Administrator, the

word “Administrator” will appear under your user name. If you are not (i.e., you are a standard
user), then either the words “Standard User” will appear under your name, or nothing will

appear under your name.
“w W - &

- P —
GC}AE& < User Accounts and Family Safety » User Accounts

Y [

Change your password
Remove your password
Change your picture
Configure advanced user LR

e ——— @ Change your account name
g T ® Change your account type
variables

® Manage another account

Seeabo

[y Parental Controls

Make changes to your user account

dirkjet41
Administrator
Password protected

@ Turn User Account Control on or off
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account will vary, depending on whether the computer is on a domain or a workgroup.

Assuming your user account is an administrator, the steps that you will follow to create a new user
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To check whether your computer is on a domain or a workgroup:

1. Right-click on My Computer and select Properties
For Windows XP, click on the Computer Name tab.

3. Ifyouarein a workgroup, you should see a Workgroup name in the dialog box (e.g., MSHOME,
WORKGROUP, etc...). If you are in a domain, you should see a domain name (e.g., Baylor.edu,
google.com, etc...).

Create a New User Account on a Workgroup Computer (Windows 7)

1. Click the Start button. &
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" Pictures
!- Connect to a Projector

= Music
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3. Click User Accounts and Family Safety (if t

here).

System and Maintenance
Get started with Windows
Back up your computer

Security

Check for updates

Check this computer's security status

@ Allow s program through Windows
Firewsall

Network and Internet
View netwark status and tasks
Set up file sharing

Hardware and Sound

Play CDs or other media automatically
Printer

Mouse

Programs

Uninstall a pragram
Change startup programs
Recent Tasks ¢ Prreg

[y Allow a program through Mobile PC
Windows Firewall Change battery settings

Adjust commonly used mobility
Change battery settings settings

(3. Add or remove user accounts

User Accounts and Family

Set up parental controls for any user
# Add or remove user accounts

,  Appearance and
Personalization
Change desktep background
Customize colors
Adjust screen resolution

Clock, Language, and Region
Change keyboards or other input
methods

Ease of Access
Let Windows suggest settings
Optimize visual display

Additional Options

4. Click User Accounts.

—_——

_——— - E N

i e |

M\ Panel + User Accounts and Family Safety b
= E

[ [[searn 2]

Change your Windows password

Metwork and Internet
5 = Parental Controls
Hardware and Sound
rams
ile PC | | Windows CardSpace

User Accounts and Family
Safety

Appearance and
alization

Clock, Language, and Region
Ease of Access

Additional Options

5. Click Manage another account. + If you're prompted for an administrator password or

Control Panel H
% ser Account:
T S ey ange your account picture | () Add or remove user accounts

@ Set up parental controls for any user | View activity reports

Manage Information Cards that are used to log on to online services

confirmation, type the password or provide confirmation.

S,

-

e

@_@-J&}, <« User Accounts and Family Safety » User Accounts

T
) +5 | Search 2

Make changes to your user account

Change your password
Remove your password
Change your picture

@ Change your account name

@ Change your account type
riables

Turn User Account Control on or off
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6. Click Create a new account.

-

@@q\é&,« User Accounts » Manage Accounts ~T+]

—
Search Pl

Choose the account you would like to change

dirkjet41
Administrator
Password protected

admin2
Administrator

Guest
Guest account is off

What is a user account?

Additional things you can do
@ Set up Parental Controls

Go to the main User Accounts page

7. Type the name you want to give the user account, click an account type (typically Standard
user), and then click Create Account. The new user account will be created.

- = B

- -

@Uvm <« User Accounts » Manage Accounts b Create New Account [ 43 |[search £l

Name the account and choose an account type

e screen and on the Start menu.

@ Standlard user
Standard account users can use most software and change system settings that do not affect other users or
the security of the computer.

(©) Administrator
Administrators have complete access to the computer and can make any desired changes. To help make
the computer more secure, administrators are asked to provide their password or confirmation before
making changes that affect other users.

We recommend that you protect every account with a strong password.

Why is a standard account recommended?

I
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Create or Change another user’s Password on a Workgroup Computer (Windows 7)
Repeat steps 1 through 5 from the previous section, then proceed with the following steps.

1. Onthe Manage Accounts screen, click the user account that you want to Create or Change the

password for.

E=S SER 5
@‘G.IE{,: l.lse_rd.c:ounl_‘. l_Man&gehccnunts_ = [&’l [ Seanch Control Panel TD_
Choose the account you would like to change
[ ' Allen |
5o | Guest
ﬁ gdrmm;trator m Guest account is off
assword protected -
Create 8 new account
What is & user account?
2. Click Change the Password.
Lo o ]=s]
@@v|% <« Manage Accounts » Change an Account - | +3 | | Search Control Panel P |

Make changes to Bob Smith's account

Change the account name
Change the password

Remove the password

Bob Smith

Standard user
Password protected

Change the picture
Set up Parental Controls
Change the account type

Delete the account

Manage another account
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3. On the Change Password screen, enter the new password into the New password field as well
as the Confirm new password field and click Change password to finish the process.

Change Jenni's password
Jenni

Standard user
Password protected

You are resetting the password for Jenni, If you do this, Jenni will lose all personal certificates and stored
passwords for Web sites or network resources,

To avoid losing data in the future, ask Jenni to make a password reset floppy disk.

I Mew password |

| Confirm new password |

If the password contains capital letters, they must be typed the sarme way every time,
How to create a strong password

Type a password hint
The password hint will be visible to everyone who uses this computer.
What is a password hint?

I[ Change password I[ Cancel
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Create a New User Account and Password on a Domain Computer (Windows 7)
1. Click the Start button, ©

2. Inthe search box, type mmc then press the Enter key. If you are prompted for an administrator
password or confirmation, type the password or provide the confirmation.

Programs (1)
| mme

Documents {125) [File description: hicrasoft Management Consale
Company: Microsoft Corparation
File wersion: 6.1.7600.16385

1 aracle.mme.pri
oracle.mme.con Date created: 7/13/2009 6:49 PR
araclerarme,adi Size: .04 MEB

']
&
1 aracle.mme.admin
1. oracle.mmc.config
| oracle.mrmc.prirmany
Microsaft Outlook (25)
23 FUl: Systern Performance and Monitaring (The last one)
B securing¥ourComputerl81712.zip (FW) Systern Performance an..,
| Is GMNOME Still Needed?
| Bank of Armerica Alert: Your Online Staterment Is Ready
3 081742012
B securing¥ourComputeri81712.zip (08/17/2012)
Files (7}
B mmc
CreateUserScreenshots 080812
[#] mssmmesidll
T localstart
| schema
L scherma_ntd

47 See rmore results

[ = | s
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3. Inthe left pane of the Microsoft Management Console, click Local Users and Groups. If you
don’t see the Local Users and Groups option, it’s probably because that “snap-in” hasn’t been
added. Follow these steps to add it:

a. Inthe Microsoft Management Console, click File, then click Add/Remove Snap-in.

& Consolel - [Cansole Root]
hction  View  Favorites  Window  Help
ew Ctrl+N
. Open.. Ctrl+0 Marme
Save Cirl+5
- There are no iters to show in thi
I Add/Remave Snap-in.. Ctrl e I
G
1secpol
2F
3 senvices
4eventawr
Eit

b. Click Local Users and Groups, then click Add.

r = ~
Add or Remove Snap-ins @

‘You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ns. For
extensible snap-ins, you can configure which extensions are enabled.

Available snap-ins: Selected snap-ins:

Snap-n Vendor - I Console Root Edit Extensions. ..

_=.,-'Group Policy Object ... Microsoft Cor...

;" Internet Informatio...  Microsoft Cor...

.g IP Security Monitor Microsoft Cor...

.g IP Security Policy M... Microsoft Cor...
i el el icrosoft Cor... |

icrosoft Cor... Move Down
AP Client Configur... Microsoft Cor...

erformance Monitor  Microsoft Cor...
'ﬁj.gprint Management Microsoft Cor...
= Resultant Set of Policy Microsoft Cor... —
_i Security Configurati... Microsoft Cor...
iz, Security Templates Microsoft Cor...

Remove

m

Description:

Manages Local Users and Groups

c. Click Local computer, click Finish, then click OK.

Choose Target Machine l&]

Select the computer you want this snap-n to manage.

This sniap-in will alw

() Another computer: Browss...

[~] Mllow the selected computer to be changed when launching from the command line. This
only applies if you save the console.

< Back Finizh Cancel
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4. After clicking Local Users and Groups, click the Users folder, then under Actions click New User...

Consolel - [Conscle Root\Local Users and Groups (Local)]

ESERTS)

File Action Wiew Favorites Window Help JAE [x
& =| 26
= oo PO Mame Actions
F g' Local Users and Groups (Local) I :I Local Users and Groups (Local) -
_Lroups Maore Actions ’
Users =
More Actions

MNew User... I

Mew Window from Here

Refresh

Help

5. Type the user name you want to give the new user account, the Password you want to assign to
the user, and retype the password to confirm it. Ensure the “User must change password at
next logon” box is checked if you want to force the new user to change their password for
privacy reasons the first time they log on. Finally, click Create. Your new user account is now

created.
[ N
Mew User | T E
Uszer name: Jenny Smith
Full name: Jenmy Smith
Description: Valurteer
Password: 2111
Corfim passward: TITL)

IUser cannot change password
Fassword never expires
[7] Account is disabled

| Iser must change password at next logon

.

Close
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Change another user’s Password on a Domain Computer (Windows 7)

1. Click the Start button. &

Notepad

1 t
@ pTorren

[
\ﬁ" Getting Started

!II Connect to a Projector
% WinSnap

6 Dragon Maturally5peaking 11.0

% Rermnote Desktop Connection

'_ Sticky Motes

1

% Snipping Tool
@ Paint

» Al Programs
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Documents
Pictures
Music

Computer

ontrol Panel i‘

Devices and Printers
Default Programs

Help and Support
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3. Click User Accounts and Family Safety (if

there).

System and Maintenance
Get started with Windows
Back up your computer

Security

Check for updates

Check this computer's security status

@ Allow s program through Windows
Firewsall

 Network and Internet
View netwark status and tasks
Set up file sharing

Hardware and Sound

Play CDs or other media automatically
Printer

Mouse

Programs

Uninstall a program

Change startup programs

Recent Tasks ? P red

[y Allow a program through
Windows Firewall

Mobile PC

Change battery settings

Adjust commonly used mobility
settings

(3. Add or remove user accounts

Change battery settings

User Accounts and Family

Set up parental controls for any user
# Add or remove user accounts

,  Appearance and
. Personalization
Change desktep background

Customize colors
Adjust screen resolution

Clock, Language, and Region
€4 Change keyboards or other input

= methods

Ease of Access
Let Windows suggest settings

Optimize visual display

Additional Options

4. Click User Accounts.

- %

- i e |

M\ Panel + User Accounts and Family Safety b
=

E
v | #2 ||| Search »

Control Panel Home

m and Maintenance
i Change your Windows password
y

& k and Internet
5 = Parental Controls

pide SR e 1@ Set up parental controls for any user
| Windows CardSpace

User Accounts and Family
Safety

Appearance and
ersonalization

Clock, Language, and Re,

Ease of Access

Additional Options

5. Click Manage User Accounts.

e =

% ser Account:
ange your account picture | () Add or remove user accounts

Manage Information Cards that are used to log on to online services

T View activity reports

% » Control Panel » All Control Panel ltems » User Accounts

Control Panel Home

Make changes to

Manage your credentials

Change your picture —

Link online IDs

Manage your file encryption

your user account

Change User Account Control settings ‘

certificates

@ Manage User Accounts I

Configure advanced user
profile properties

Change my environment
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Green, Gina C.

To change your password, press Ctrl+Alt+Del and select Change a password.
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6. Highlight the user account that you want to Change the password for, then click Reset Password.

User Accounts

P

Users | Advanced

Users for this computer:

Use the list below to grant or deny users access to your computer,
and to change passwords and other settings.

User Name Domain Group
&3 110618171 GINA-GREEN Administrators
& ASPMET GIMA-GREEN Users
%cba_anonymous GINA-GREEMN Guests
B JennySmith GINA-GREEN Users
Add... ] ’ Remove ] ’ Properties ]

Password for JennySmith

% To change the password for JennySmith, click Reset Password.

Reset Password...

[ o

][ Cancel ] Apply

7. Enter the new password into the New password field as well as the Confirm new password field

and click OK to finish the process. The user’s password is now changed.

-

Reset Password

[

Mew password:

Confirm new password:

0K ] ’ Cancel

Last Updated: 8/25/2012

Securing Your Computer

Page 18 of 24



Nonprofit Technology Collaboration

Changing Your Own Password
1. Press CTRL-ALT-DELETE on the keyboard all at the same time.
2. Click Change Password.

& Lock this computer

Switch User
Log off
ange a password...

<» Start Task Manager

3. Fillin all of the information to complete the process.

Mew pasoword

Confirm password

Click on this bufton
after all fields are
filled out.

#. Windows 7 Professional

Locking Screensavers

Most of us have screensavers that appears on our computer screen when there has not been any
computer activity for a specified period of time. Screensavers have several uses, including protecting
our privacy when we are away from our computers so that others cannot see our work, and securing our
computer in instances where, for example, we leave the office without properly logging off the
computer.

For these reasons and more, it is a good idea to “lock” your screensaver so that a password must be
entered in order to remove the screensaver and resume computer activity. To do this in Windows 7:

1. Right-click anywhere on the desktop and select “Personalize” (Windows 7) or “Properties”
(Windows XP).

2. Click on Screen Saver

3. Ensure the “On resume, display logon screen” box is checked. You may also want to ensure that
the “Wait:” time is not very high so that the screensaver appears soon after there is no activity
on the computer.

4. click OK.
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Anti-Malware Security Software (Anti-Virus / Anti-Spyware)

Security software prevents, detects and removes malware. Malware are simply programs designed to
harm systems. Computer viruses, computer hackers, and spyware are examples of malware. It is vital
for an organization to have some sort of security software if they value their information.

Anti-malware software can often be configured to run scans of your computer on a regular basis
automatically. In addition, you can (and should) manually scan your computer periodically to ensure it is
free of harmful programs.

Suggestions for Anti-Malware Software:

Below are some popular options for free Windows anti-malware programs:

Program Name Website

AVG http://free.avg.com/us-en/homepage
Malwarebytes http://www.malwarebytes.org

Avira http://www.avira.com/en/avira-free-antivirus
Avast http://www.avast.com/free-antivirus-download

Below are some popular options for Windows anti-malware programs that can be purchased:

Program Name Website

Norton Antivirus | http://us.norton.com

Webroot http://www.webroot.com/En_US/index.html
Antivirus
BitDefender http://www.bitdefender.com/solutions/antivirus.html

In addition, you may visit this site to view a more comprehensive list of malware software that is able to
be downloaded: http://www.cnet.com/topic-software/malware.html.
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Security Options in Browser Settings

Some forms of malware infect your computer by hiding in your browser’s memory or through files
deposited on your computer as a result of visiting websites through your browser. Within your browser
settings, you can do a variety of things to reduce the risk of contracting malware in these ways. Some of
the security-related tasks that can be accomplished within browsers settings are:

e Set Homepage
e (Clear Browsing History

The instructions that follow are for Microsoft’s Internet Explorer. However, similar tasks can be
accomplished in Mozilla’s Firefox by clicking on File, Options, and then the Privacy tab.

Set Homepage
1. Open Internet Explorer then click Tools, then select Internet Options.

e
ek [
»
»
»
»

Print

File

Zoom (95%)
Safety

View downloads Ctrl+J
Manage add-ons

F12 developer tools

Go to pinned sites

Internet options

B oUT INTErner Ep orer

M

2. Inthe home page section, type the desired website that you would like to connect to each time
you open the browser; click OK to finish.

———Mq

-

Internet Options

General |Sec|..|rit5-I I Privacy I Content I Connections I Programs I Advancedl

Home page
./? To create home page tabs e each address on its own line.
(5
= http:/Awnanw.yahoo.com/Tile=1 -

[ Use current ] [ Use default ] [ Use blank

Browsing history

’[_ Delete temporary files, history, cookies, saved passwords,
¥ and web form information.

[] Delete browsing histary on exit

[ Delete... ] [ Settings ]
Search
e Change search defaults.
>

Tabs

Change how webpages are displayed in
b

tabs,

Appearance

Colors ][ Languages ][ Fonts ][ Accessibility ]

l OK. I [ Cancel ] Apply
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Clear Browsing History

1. Open Internet Explorer then click Tools, then select Internet Options.

o=

i £
»
»
3
3

Print

File

Zoom (95%)
Safety

View downloads Ctrl+)
Manage add-ons

F12 developer tools

Go to pinned sites

Internet options

out Intern plorer

2. Inthe browsing history section click Delete....

Internet Options
. N

General |5Ec|..|rit\¢I I Privacy I Content I Connections I Programs I Advanced|

Home page
l/? To create home page tabs, type each address on its own line.
u
- http:fanavw.yahoo.com/Tile=1 -

[ Use current ][ Use default H Use blank

Browsing history

o"’/l—"] Delete temporary files, history, cookies, saved passwords,
¥ and web form information.

|| Delete browsing history on exit

I Delete... l[ Settings ]
Search
; } Change search defaults.
Tabs
— Change how webpages are displayed in
o | tabs.
Appearance
[ Colors ] [ Languages ] [ Fonts ] [ Accessibility ]

[ OK ] [ Cancel ] Apply
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3. On the Delete Browsing History screen, a good practice is to have at least Temporary Internet
Files and History checked. Checking “Temporary Internet Files” will ensure that any files that
were placed on your computer by websites you visited will be deleted. Checking “History” will
remove the list of previous websites you have visited which can prevent malicious software
from knowing your browsing patterns. You may also consider checking the Cookies box.
Cookies are small files placed on your computer by websites you have visited, usually to store
information to personalize your website visits such as your preferences, login information, etc.
Although most cookies are harmless, some cookies may be used for malicious intent. Checking
the “Cookies” box will remove cookies stored on your computer.

Click Delete to remove the files and finish the process. Depending on how many files you have,
this process may take some time.

. . B — E
Delete Browsing History

Preserve Favorites website data
Keep cookies and temporary Internet files that enable your favorite
websites to retain preferences and display faster.

Temporary Internet files
Copies of webpages, images, and media that are saved for faster
viewing.

[ cookies

Files stored on your computer by websites to save preferences
such as login information.

istory
IST OT WeDsITES you have visited.

"] Download History
List of files you have downloaded.

[ Form data
Saved information that you have typed into forms.

[[] Passwords
Saved passwords that are automatically filed in when you sign in
to a website you've previously visited.

[] ActiveX Filtering and Tracking Protection data
A list of websites exduded from filtering, and data used by Tracking
Protection to detect where websites might be automatically sharing
details about your wvisit.

About deleting browsing history I Delete I Cancel
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Application Level Security

In addition to the security mechanisms described in previous sections of this document, many programs
used by nonprofits also implement their own security mechanisms. For example, your donor
management program may require you to log in with a username and password prior to you being able
to access the program. Additional application-level security is another way to ensure that even if an
unauthorized user is able to access your network and log on to a computer, unless that person knows
the separate login information for your applications they will still be unable to access your sensitive

application programs and data.

Folder Level Security
Securing specific folders on a computer is another way to prevent unauthorized access by individuals,
even if those individuals are authorized to access other computer resources.

To restrict access to a folder:

1. Right-click the folder you want to restrict access to, and select Properties.

2. Click on the Security tab to show a list of user accounts that currently have access to the folder.
3. To remove or reduce access by a specific user, highlight that user’s account name and click Edit...

4. in the permissions box, check or uncheck permissions as desired. From this same location you can
also Add users who can access the folder by clicking the Add... button. Click OK to complete the process.

logos Properties &= . Permissions for logaos @
| General | Security | Previous Yersions | Customize Security
Object name:  Z:\logos Object name:  Z:\logos
Group of user names: Graup or user hames:
3; Green, Gina C. [Gina_Greeni@baylor. edu] - 93’ Everyone
:3_ Damain Users [BAYLOR \Domain Users] 3; Green, Gina C. [Gina_Green@baylor. edu)
52, wieb Anonypmous L sers [CASEYSweb dnonpmous Users] — ‘R_ Domain Users (BAYLORDaomain Users)
4 L1 ¢ 52, wieb Aronymous Users [CASE'\web Anonymous Users)
To change permissions, click Edit 52, 115 _WPG [CASEYNIS_WPG)
52, Adrministrators [CASEY\Administrators)
Permissions for Everyone Allow Deny g
[oadd. [ Bemove ]
Full contral i
tadify L Permizsions for Everyone Allow Deny
Read & execute v 1 Full contral [ | -
List folder contents v Madify 0 0
Read v - Read & execute ] 3
For special permissions o advanced settings, List folder contents 0
click Advanced. Read 0 8
Learn about access control and permizsions Learn about access control and permizsions
0K ] [ Cancel ] [ Apply ]

QK ][ Cancel ] Apply
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