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“Target online advertising like a (sic) Olympic archer. Fight fraud like a caped crusader.”[endnoteRef:1]These are but two of the audacious claims of software start-up BlueCava.  But there may be something to these bold claims.  A recent Wall Street Journal article touted the success of BlueCava in attracting notable investors such as Mark Cuban in their recent round of fund raising. David Norris, CEO, of BlueCava noted that they offer “a brand new way to disclose to consumers how they can receive targeted advertising.”[endnoteRef:2] [1:  http://www.bluecava.com ]  [2:  ‘Mark Cuban Invests in Device-Tracking Firm,’ WSJ, October 18, 2010.] 

The issue of using data retrieval or tracking software to gather information about a company or potential customers is a burning issue for both marketers and consumers.  Marketers have seen the demise of traditional marketing methods in which they identify an audience, transmit a message via a particular channel, and expect a predictable, if not impressive, return on this marketing investment. With the advances in technology, marketers are turning to the vast resources and capabilities of the internet to identify consumers, tailor their message, and transmit it in a targeted fashion that has potential for impressive returns.  
Marketers also have seen brand management turned upside down by the capabilities of the internet allowing people outside the organization to shape a product or company’s reputation through emails, blogs, tweets, or other internet communications. Consumers are increasingly using these unconventional sources of unfiltered information about companies or the products and services to aid in their purchasing decisions.  At the same time, many consumers are leery of what information is being gathered about them and how it is being gathered as they utilize the internet for business or personal use. 
Scraping
Evidence is mounting that marketing practices enhanced by complex and ever-evolving technologies are reaching into areas that most consumers don’t think are accessible to these technologies.  Consumers may be used to technologies that track their spending at the supermarket and print out coupons suited to their buying habits or be somewhat aware of how “cookies” capture information to facilitate internet usage and ad placements, but marketers or companies that represent the interests of businesses are pushing the envelope by accessing social networking sites, blogs, discussion boards, résumé sites, and other internet sites where consumers post information.
Scraping is the practice of sifting through the massive amounts of data on a website or data source and gleaning information about people and their interests and behaviors.  Scraping is big business.  In 2009, marketers spent approximately $8 billion on acquiring data on consumers.  Although the portion of that spending directly related to on-line sources was only less than $500 million, spending is set to explode.[endnoteRef:3] There has emerged a bevy of internet data brokers, from new start-ups to recognized media research companies, that collect data from unsuspecting potential consumers. [3:  Julia Angwin and Steve Stecklow, 'Scrapers' Dig Deep for Data on Web, WSJ, Oct 12, 2010. ] 

Some of these data brokers provide their services without asking many questions.  For example, Todd Wilson, owner of screen-scraper.com indicates that unless they tell us to do something that is illegal, “we'll err on the side of doing it."[endnoteRef:4] Common targets for screen-scraper.com are competitors’ websites that are scraped for “business intelligence” or social networking sites that scraped for potential customers.  [4:  Ibid] 

Savvy businesses employ a variety of security measures to minimize the accessibility of their confidential information, but some information still gets out.  Customers who desire to minimize the accessibility of their personal information have little recourse other than to remove all public sources of their information and track down and request removal of their information from the myriad of databases that reside on the internet.[endnoteRef:5]  [5:  ‘Escaping the Scraping’, WSJ, Oct 11, 2010, http://blogs.wsj.com/digits/2010/10/11/escaping-the-scrapers/ ] 

Brand Management Turned Upside Down
In the past, aside from the occasional high profile case such as a major recall or an embarrassing exposé on “60 Minutes” or in Business Week, companies could expect a rather straightforward approach to managing their brand or corporate reputation.  The internet and associated technologies have destroyed this traditional approach as angry consumers can virally destroy a reputation.   This is a significant concern for brand managers.  Dow Jones Inc. is among those that have responded to this need by using scraping technologies to gather information for corporate clients to report on their “viral” reputations.[endnoteRef:6] Although some of this information can be an endorsement, it also can be damaging and sometimes malicious.  Attack sites can be launched overnight to spread cyber rumors or one anonymous blogger with an axe to grind about a particular product or a bias toward a competitor can make a significant dent in an otherwise stellar reputation.   [6:  Angwin and Stecklow] 

Even in the absence of malice, a post on a website allowing user-generated content like Truemors.com (which was acquired by NowPublic, a participatory news site)[endnoteRef:7] can contain limited or inaccurate information. Altogether, this internet “buzz” about a company has the potential to affect purchasing decisions, prompt litigation, and influence stock prices.[endnoteRef:8]   [7:  http://techcrunch.com/2008/07/10/guy-kawasakis-truemors-gets-acquired-by-nowpublic/ ]  [8:  http://findarticles.com/p/articles/mi_m0BJK/is_3_12/ai_71963458/ ] 

BlueCava’s proprietary technology is purported to address some of these issues.
BlueCava
BlueCava is a California-based company specializing in software for managing the ubiquitous opportunities and threats related to information on the internet.  Beyond current technologies that monitor and extract information on the internet, BlueCava has patented software that can track the source of information posted or transmitted on the internet back to the originating devices – whether they be PCs, laptops, gaming consoles, or even cell phones.
BlueCava touts its software as having an innovative capability to track and identify the underlying sources of the deluge of fraudulent attempts to hack into personal and corporate accounts, steal private information through illicit phishing, or illegally acquire and re-distribute intellectual property.  It can, they claim, even allow users to eliminate bullying or otherwise annoying unwanted solicitations or opinions.  By identifying the unique fingerprint of a device, BlueCava’s vision is to develop a “Device Reputation Exchange” that will allow companies and individuals to access information about the behaviors and track-record of a device to determine its trustworthiness, or lack thereof.[endnoteRef:9]  [9:  http://www.bluecava.com] 

Information accessed by their software and provided by the members of the exchange will be available to others. “We provide a service so that any business that wants to know about a particular machine or device can find out what we know about it,” Norris said.[endnoteRef:10] This information could allow companies or individuals to block or ban the access of a device to a website or email address.  According to Norris, this will allow companies to control or dictate interaction on the internet.[endnoteRef:11]   [10:  Sarah Tolkoff. Security Software Maker Splits Off Marketing Unit. Orange County Business Journal, May 23, 2010. http://www.ocbj.com/news/2010/may/23/security-software-maker-splits-marketing-unit/  ]  [11:  Ibid] 

BlueCava has a unique role in the market due to its patented technology. Although the decision is still working its way through the appeal courts, BlueCava’s parent company, Uniloc USA, was awarded $388 million in damages in an initial decision regarding patent infringement by Microsoft.[endnoteRef:12]  Microsoft was using the patented technology to identify if consumers were copying its operating systems and software to use on other computers. [12:  Ibid  ] 

BlueCava also is extending its reach and influence by forging partnerships with other powerful players in the internet acquisition and monitoring industry.  For example, it recently agreed to a partnership with 192business, the largest provider of identification and age verification services in Europe.[endnoteRef:13]   [13:  Amanda Eden, ‘BlueCava partners with European ID security provider,’ OCMetro, Sept 24, 2010.] 

Ethical Leadership Challenge
Given BlueCava’s emergence as a potential market leader with proprietary technology, its leaders are positioned to shape the future of the use of the internet, particularly as it relates to marketing and consumer information.  Your team has been invited to present recommendations to the corporate executives at BlueCava regarding opportunities they have for ethical leadership in this industry.  You are not expected to be experts in the technology and its specific uses; after all, they have the expertise.  
Your challenge is two-fold: 1) to analyze and discuss issues related to the reputations, rights, and responsibilities of their company, their customers’ companies, and all consumers; and 2) to make viable recommendations to promote the ethical use of this innovative technology. 
 

