Identity Theft


Sources the Suspect may use to get personal information-
· Burglaries
· Telephone solicitation
· Stolen wallets and purses
· Property records
· Court records
· Marriage and divorce certificates
· Computer information hacked
· On-line purchases
· Mailbox (look for flags in up position)
· Product warranty cards
· Change of address
· Dumpster or trash diving
· Posing as a landlord to obtain credit report
· Shoulder surfing
· Cell phones with picture capability
· ‘Phishing’ through the internet and phone 
· Sales Clerks, bank clerks, etc. who copy personal application information
· Waiters and other store employees who use ‘skimmers’ and sell information
· People searches on the internet
· Lost or stolen receipts
· Written checks (computer programs and scanners)
· Credit card verification scam (by e-mail or telephone)


Information from mail-
· Telephone and utility bills-	name, phone number, address, account number
· Credit card statement-		name, address, card #, type, credit limit, expiration
· Bank Statement-		name, address, bank name, account #, check copies
· Boxes of checks-		blank checks ready to use
· Credit card offers-		name, address, contact #
· Paychecks and stubs-		name, address, employer, account #, SSN 
· 401 K-				name, address, account #, balance, company, 
contact information, SSN
· Annual SS statement-		name, address, SSN (and spouse and dependants)
· W-2’s and tax forms-		everything needed

Tips to protect yourself-
· Write “check ID” on back side of credit card and sign
· Keep credit card in sight
· Drop bills off at post office (pay with cashiers check?)
· Pick up boxes of checks at bank personally
· Use 8 character passwords with at least a number, letter and symbol 
· Do not respond to e-mails asking for personal information, call your credit card company from a number listed on the statement

If you become a victim-
· Place a fraud alert on credit reports, then review reports
· Once one credit bureau is contacted, the other two should automatically be notified to place alerts… but check for yourself
· All three bureaus should send the victim information
· Get copies for law enforcement
· Contact any credit card companies
· Contact the local law enforcement agency
· Close any accounts that have been tampered or opened fraudulently
· Close all checking and savings accounts
· Retrieve copies of bank and credit card statements, note fraudulent items
· Contact check verification companies
· Telecheck			1-800-710-9898
· Certegy, Inc			1-800-437-5120
· International Check Services	1-800-631-9656
· CheckRite			1-800-766-2748
· File a complaint with the FTC
· Also ask for any information or paperwork
· Organize a file of all related paperwork for easy access
· Follow up in writing with all contacts made by phone or in person
· Use certified mail, with return receipt requested
· Keep copies of all correspondence or forms used
· Keep all originals if possible

Major Credit Reporting Bureaus-
· Equifax-	1-800-525-6285	P.O. Box 740250  Atlanta, GA 30374-0241
· Experian-	1-888-397-3742	P.O. Box 1017	      Allen, TX 75013
· TransUnion-	1-800-680-7289	Fraud Victim Assistance Division
P.O. Box 6790     Fullerton, CA 92634


Additional Websites-
· www.ftc.gov/bcp/edu/microsites/idtheft/
· www.annualcreditreport.com
· www.chexhelp.com
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